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From the Desk

Children are now growing up in an internet connected world enjoying the
benefits of being a part of cyber world. Considering the risks involved while
using cyber space makes it important to educate children about cybercrimes
and what they should do to protect themselves from the dangers of internet
while being online. As part of Information Security Education & Awareness
(ISEA) Project Phase Il, under Ministry of Electronics and Information Technology
(MeitY), many initiatives were undertaken to create cyber awareness among
children. Keeping in view of the increased number of cybercrimes towards

LA
E Magesh
Director, C-DAC Hyderabad

children, ISEA has created this handbook to help younger children to understand the various types
of cyber-crimes that can happen to them and various ways cyber criminals may fry fo fraud them
making them a victim of cyber-crimes. We hope that this handbook could be of use to children to
make them a responsible cyber user and also help them to understand the cyber world in a better
way. With immense pleasure we release carfoon handbook for children on cyber security awareness
and congratfulate the whole feam of Information Security Education & Awareness Project for coming

up with such a venture to promote cybersecurity awareness.
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For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Social networking

.Oniy add people as friends to your site if you know them in real life

1"
¥e)
Q

@ Be aware that the information you give in the sites could c:lso put | 5 ~’i@
you at risk of victimization < e

, Do not post anything which harm to your family credibility

>
@ Change your passwords frequently ¥

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Possible
Threats

in WhatsApp S o

Pk SE pas
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IF YOU ARE THREATENED

Don’'t be scared Inform to Contact Don't log off
to say no parents Don't fear cyber police

If you are not If someone If someone
willing to do threaten to tries to abuse
things asked by you don't
predator don't members, logoff
be scared to immediately immediately,
contact cyber inform parents
police

If some one Be cool, stop harm family
threatens you, chatting and

immediately get out of the

inform your chat room or
Sy e parents log off

For any queries on Information Security Call us on Toll Free No. 1800 425 6235




é’?é&) éo(g o g‘%;;‘;\zg

883 50d%0 (IM) 30600185 oojor @R)ed8)E dz 5500808 ‘@85 300EAS 598
HBI00. ErBorT G Srtwon IFPe, JYIrBE Irerd GoI8 TR FESo, A Hod'
208> I VET FHET™ Gowd. Dot BEes VoBF @B Fo Sar ASrS ovjor 3B DB0E
65 B33 O 28R ST

Dot §%os® Tror $HBKT Godari, FBeo oS
$d0 SHS0E eSS esdadd

28 Ber B50S0, NS e SPALD SBoaeS
3% 2O FD 5§ D &I

SEIYET 28 S8 3D 0SS Srex Bero InSede e © B8 BB gTHE. " ra
558, 9B DB Dot ) VAME. Vobor® PR @ X o
FIryeo HOASW Door® BBV G ... B8 m,_%ess &%) Dotncds o° & H585 3ok ﬂ
P 05 35T 30078 2B,F SomEs $a?
— S

Dosas® e_»ségéeg DPASTTEE, 5o 95N es ::5%6@ eSerS KaBod DHLY BB, s :)§§ BaloM drgéﬁ" ST gos® @’éb"&éﬁ_m
38030 FBooT 3 2088 Sowb & HEHS SSrarord) wdido ST .

For more details visit: www.infosecawareness.in



T
Ty

||

D DS 0005 HEAS ISroroed) II08 g BoSSSy -

DB Te30f 3D K08 FHIT Good.
o % D00 I, DobS 28 ol §§ B0S%0d, BHA0D HEyed JodD werBoey K LIS IS,
o D 8% dod%o 3D B §Bo SHK0a @b Ge5 300%0d/5DE00Sod.

o T28 PeS &3S i GoSto H000A.

For any queries on Information Security Call us on Toll Free No. 1800 425 6235



@abooooe’i_ @T0sS 38 SoSacso TSk

& Brs 0o50d8 3ond grar GotSod. gows e 2)RBEAE HAWD DA
58800 85). WS TerH0d JWoNE FE B X)Hoko GO Foeod)eS FVoSeS'd D80
&0t 30y 570 BB, Era® et JSrare GT2)A0 & DB BT d. B 3ons yra-s’
D 2BAE’ 65"6;0.

D 2% R ©@0807 805 @D oo OFBe0 FBro  Jowodd | &8 Ber &S, e Fbro FS

5’“5@063‘(aou6ga55 Zo),00) Sare0, Do BAS LS D G EQLoe || e w8 858 Haemetor e

&I Gsn0red. 55538056 0o e S‘é Ssjodoss | 33 305 Y, 555 @SEE 3206,
ABRKD woIrtd G God . .

2.8 B2r 508 83 Jrdod Hod 55 e 33 ghowd Frer 3P 3bS So
SDob.. es20 r§ @aned.

5505 ! eﬁbé 538030 S0,

RN 25“505 rad ad 3005 . =
07, B S0 T Sodto SDy0. RS $3 wogoen, Jdrdoe Bod $3 e8I

@3380 K800 Tro° $°5, JT)00.

@) D0e0d Sa DHJ K0 P 3 % 82 SoPyel D85 WRIrTHS A
Fdo 50 33060 B206. S0 . - BER00" 8 283 D)oo B 080008,
= o o3 pss G 36 & 65, 15 p575

DOLISDEBD T8> SHFTYB.

For more details visit: www.infosecawareness.in




0S5 Doeod FY DS B #dzyE I, @Dl

B3 A3r0ed PBEE” YT B e T, il Bod TREE 338>, 3D Swreo
B3B8 HEPTBo Do HHKE o8 § oAE Dod O FF 565 THSE Sossdy
18,0508,

I8 v 8 3D, e s
A5 BBIPow.

o 2 20008 TS ST 0 wIBDBE FHEHS.

o 25 D g0 SIH 305 S0 o°f wNS 3D wosren IWTod
;D Sor Fob 35 gondets 03 FHEHS).

° 930DBe Mo SMD ab&o&o%:ﬁo BB H)E VI S oss.

¢ B BrH/eNIETY TREE I00EAE S0l @RS Vo BE), IWEEK S Soed BB
0D X0 A6 Sod w0IEToR FRS'E 300G FHE T dodod.

Check ot what your friends
write about you,

Keep [dentfylng details to If ywou think there's a problem,
yourself and close friends " repert it immediately,

Be coreful about sharing your ‘\ - Think carefully about
Teelings in your bilog X 3 how public your bleg is

Be smart about the photes
you post

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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BEST PRACTICES € GUIDELINES FOR STRENGTHENING
YOUR BROWSING SECURTY

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Guicelines For Social networking

Mever give out your
passwords to anyone

MNever post
photographs, videos
& other sensitive

information to
strangers

Don’t give or post
any personal
information

Frivacy 1
Gettings
E("""_zu‘*

Check the privacy
settings of the
Social Networking
sites

Only add people as
friends to your site
if you know them in
real life

Change your
passwords frequently

For any queries on Information Security Call us on Toll Free No.
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STAGES OF RANSOMWARE INFECTION
-

,ﬁ}k"
Visit suspicious
Websites -
a7 2819 |_...=:___..= ..-‘fi
4 _:i:_ Open suspicious
emails Flle:. are Data Is
encrypled lost

HOW TO PROTECT AGAINST RANSOMWARE

27 a8

=T
Do not open suspicious Keep your Anfi-virus
emails up-to-date

Install the latest patches
for soffware

Mever click on Website Disable maocros for office
links or ods applications

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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THINK BEFORE
YOU POST

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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HOW TO STOP TEXTING ADDICTION

’ Respond only when it
is really required

’ Never chat with

Avoid texting/
Unknown persons

chatting at late
nights
A

‘Ic ?%.Eatf*@i k;i@*f

—
Uninstall the texting Prefer to make a call
and talk rather than

Fix a time to access and
be selective to reply

APPs which you no
longer use texting
a2 p For
¥ e
\ o
=
Avqid spreading Carry your phone in your Turn off the
gossips or rumours bag or pocket. don't carry notifications
through texting it in your hand >
e
e = .

1800 425 6235
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OU INTERNET SAFETY
TIPS FOR KIDS

Don't give out
personal Information

e = Never send pictures
‘to Strangers

Don’t get
attracted to free
games/ softwares

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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23 Identlty theft
| FORSTUDENTS

HOW TO AVOID BEING A TARGET

(® Ask for seperate locker at hostel to keep your documents

(® Avoid sharing your personal or financial information with
your hostel mates or friends

(® Avoid using Aadhaar card/ Pan card/ Internet banking

etc infront of anyone

‘www.infosecawareness.in

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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What is Phishing?

information

7
g =

Phishing Attack Methods

- :
! OF PHOMING
PHISHING
ATTACK ATTACKS ~

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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Public Computer Safety

A public compter( or public access computer) may be available
public places like Internet cafes, libraries, schools or facilities
run by private or Government

7 \
P4 Check whether there are any key 3
Z i 5 t save | i i 3
? loggers installed in the system Don't save logon information %
4///”If"Iff”’f’/”l”"""’f"‘lI'II”)"II’ -\‘\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\b

Be careful who is watching over Don't ent
your shoulder & check for information
s

pywares computer
SALTEEEESTEESEREATSEROE SRS EEEEEEEFAIEC RS AR R R R RO

Don't leave the computer
unattended

AR \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

SASSASAST

£

AODDNNN,

Ensure to use the browser tools
to delete files, cookies & to

clear browsing history
AIAESEEERLTEETIERTI I AR ERES PR TR IR IPIAIF v s dr

(o

AN

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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For more details visit: www.infosecawareness.in
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Onlinershopping
threats

products at unbelievable prices. This catches attention of customer's most likely women
and they may end up paying money for those products which are not genuine. For
example branded bags, clothes, costly phone and beauty products.

For any queries on Information Security Call us on Toll Free No. 1800 425 6235
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About ISEA

Looking at the growing importance for Information Security, Ministry of Electronics &
Information Technology has identified this as a critical area. Information Security Education
and Awareness (ISEA) Project was formulated and launched by Ministry of Electronics &
Information Technology, Government of India. One of the activities under this programme
is fo spread Information Security Awareness among children, teachers, home users, IT and
non-IT professionals throughout the country. C-DAC Hyderabad has been assigned the

responsibility of executing this project. As part of this activity C-DAC, Hyderabad has been | WFORMATION SECURIY
preparing Information Security Awareness material, coordinating with Participating Institutes Project Phase

(PI's) in organizing the various Information Security Awareness events.

About C-DAC

C-DAC established its Hyderabad Centre in the year 1999 to work in Research, Development
and Training activities embracing the latest Hardware & Software Technologies. The
centre is a Knowledge Centre with the components of Knowledge Creation, Knowledge
Dissemination and Knowledge Application to grow in the areas of Research & Development,

Training and Business respectively. The R & D areas of the centre are e-Security, Embedded %ﬁ]
Systems, Ubiquitous Computing, e-Learning and ICT for Rural Development. The centre has
developed over a period of time a number of products and solutions and has established L

a number of labs in cutting edge technologies. In line with these R&D strengths, the centre = i

also offers Post Graduate level diploma courses. Centre is also actively involved in organizing
faculty training programs. The centre regularly conducts skill based training and information
security awareness programmes.
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For queries on Information security Call us on Toll Free No.

1800 425 6235

ISEA Whatsapp Number for Incident Reporting

+91 9490771800

To Share Tips/Latest News/feedback mail us to
isea@cdac.in
isea.gov.in

www.infosecawareness.in
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